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3apeructpupoBano B Munrocte Poccnm 14 mas 2013 r. N 28375

OEJEPAJIBHASA CJNY/XKBA IO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

MMPHUKA3
ot 18 deBpans 2013 r. N 21

Ob YTBEPKJAEHUU COCTABA U COAEP)KAHUSA
OPI'AHM3AIMOHHBIX U TEXHUYECKUX MEP 11O OBECIIEYEHHIO
BE3OITACHOCTHU NEPCOHAJIBHBIX TAHHBIX ITPU NX OBPABOTKE

B THOOPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

CnmcoK N3MEHSIOIMIUX TOKyMEHTOB
(8 pen. IIpukaza ®CTIK Poccum ot 23.03.2017 N 49)

B cootBercTBuM ¢ yacThio 4 crathu 19 denmepanbHoro 3akoHa ot 27 mronsg 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHBIX" (CoOpanue 3akoHomaTenbcTBa Poccutickoit denepammm, 2006, N 31, ct. 3451; 2009,
N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, c1. 3407; N 31, ct. 4173, ct. 4196; N 49, ct. 6409; 2011, N 23,
ct. 3263; N 31, ctr. 4701) u Ilomoxxennem o denepanbHOl Ciry’kOe MO TEXHHYECKOMY H IKCIIOPTHOMY
KOHTPOJIIO, yTBepkAeHHbIM YKa3oM llpesunenta Poccuiickoit ®enepanum or 16 asrycra 2004 r. N 1085
(Cobpanue 3axononatenbcTBa Poccuiickoit @eaepanuu, 2004, N 34, cr. 3541; 2006, N 49, ct. 5192; 2008, N
43, cT.4921; N 47, ct. 5431; 2012, N 7, ct. 818), npuka3biBaro:

1. VrBepautp npunaraemple CocTaB M COJep)KaHHE OpPraHU3AlMOHHBIX M TEXHUYECKUX Mep IO
obecreueHnI0 0e30MacHOCTH TEPCOHANBHBIX JTAaHHBIX NpH HX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMax
HEePCOHATBHBIX TaHHBIX.

2. [lpusznate yrpatusmumM cuiy npuka3z @CTIK Poccun ot 5 derpansa 2010 r. N 58 "OO6 yTBep)acHUN
[TonoxeHust 0 MeToJax W CIoco0ax 3amuThl HHGOPMALUK B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
naHHbIX" (3apeructpupoBad MuHtoctoM Poccnu 19 despans 2010 r., peructpanmonssiii N 16456).

Hupexrtop

DenepanbHON CITy>KOBI 10 TEXHUYECKOMY
Y 3KCTIOPTHOMY KOHTPOJTIO

B.CEJIMH

YTBepKACHBI
npukazom @CTOK Poccun
ot 18 ¢espans 2013 r. N 21

COCTAB 1 COJEP)KAHME
OPITAHM3AIIMOHHBLIX U TEXHUYECKHUX MEP 11O OBECIIEYEHUIO
BE3OITACHOCTHU NEPCOHAJIBHBIX JIAHHBIX ITPU UX OBPABOTKE

B UHOOPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

Crmcok U3MEHSIONMNX TOKYMEHTOB
(8 pen. [Ipukaza ®CTIK Poccum ot 23.03.2017 N 49)

[. O6muMe mosoxkeHus

1. HacTosmumii TokyMeHT pa3paboTaH B COOTBETCTBUH C YacThiO 4 cTatbu 19 denepanbHOro 3aKOHA OT
27 mona 2006 r. N 152-®3 "O mnepconanbhbeix aaHHbIX" (CoOpanme 3akoHoAarenbcTBa Poccuiickoit
®enepanyn, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, c1. 4173,
cT. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, cr. 4701) 1 ycTaHAaBIMBAET COCTaB U COJACpKAHUE
OpPraHM3AlMOHHBIX U TEXHUYECKUX MEp MO0 OOECIEeUeHHI0 0e30MacCHOCTH TEPCOHAIBHBIX JAHHBIX MPU HX
00paboTke B HMH(DOPMAIMOHHBIX CHCTEMaX IEPCOHANBHBIX MaHHBIX (Zanee - Mepbl MO0 OOECICUCHHIO
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0e30MacHOCTH TMEePCOHANBHBIX JAHHBIX) JIIS KOKIAOTO M3 YPOBHEH 3allUIICHHOCTH MEPCOHAIBHBIX JAHHBIX,
YCTaHOBJICHHBIX B TpeOOBaHMSX K 3aIUTE MEPCOHANBHBIX JTaHHBIX MPH WX 00paboTKe B MHPOPMAIIMOHHBIX
CHUCTEMax TICPCOHAJBHBIX JaHHBIX, YTBEPXKICHHBIX MOCTaHOBICHUEM lIpaButenbcrBa Poccuiickoit
Oenepanun ot 1 HOsOps 2012 1. N 1119 (Cobpanne 3akoHomaTenscTBa Poccniickoit @eneparun, 2012, N 45,
CcT. 6257).

Mepm Mo 00eCIeUueHn0 0e30MaCHOCTH NEPCOHAIBHBIX JAaHHBIX MPUHUMAKOTCA [JI 3allUThl
IEPCOHAJIBHBIX NJAaHHBIX OT HCIIPABOMEPHOI'0 HMIIAU CJ'Iy‘IﬁfIHOFO A0CTyIlla K HUM, YHUYTOXKCHU, USMCHCHUS,
6J'IOKI/IpOBaHI/I}1, KOIMUPOBaHUA, NPEAOCTABIICHUSA, PACIIPOCTPAHCHUA IICPCOHAIBHBIX TAHHBIX, 4 TAKKC OT UHBIX
HEMIPaBOMEPHBIX JICUCTBHUI B OTHOIICHUH NEPCOHAIIBHBIX TaHHBIX.

B HacrosiieM JOKyMEHTE HEe paccMaTpUBAIOTCS BOMPOCHI o0ecredeHus] 6e301acHOCTH TepCOHATBHBIX
JIAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TOPSJIKE K CBEICHHUIM, COCTABISIONINM TOCYIapCTBEHHYIO TaliHY, a
TaKke MEpHl, CBSA3aHHBIE C NPUMEHEHHEM IMHUQPOBATBHBIX (KPUOTOTPAaPUIECKUX) CPEICTB 3aIUTHI
WHPOPMALIUH.

2. be3omacHOCTh TePCOHANBHBIX MaHHBIX TPH HX 00paboTKe B HWHPOPMAITMOHHOW CHCTEME
MEPCOHANBHBIX JaHHBIX (Hasee - WHPOpPMAlMOHHAas cHcTema) oOecreyrBaeT OlepaTrop WIH JIUIO,
OCYIIECTBISIONEe 00pabdOTKy IEPCOHATIBHBIX IaHHBIX TI0 IOPYYCHHIO OIepaTropa B COOTBETCTBHH C
3aKOHOAaTeabCTBOM Poccuiickoit denepanuu.

J11s1 BBITOTHEHUST PabOT MO o0ecrieueHrIo 0€30IaCHOCTH MEPCOHATIBHBIX JaHHBIX IIPH UX 00paboTke B
WH(POPMAIIMOHHOW CHCTEME B COOTBETCTBHH C 3aKOHOAATeNbcTBOM Poccwiickoit ®Demepanuwm MOTyT
NPUBJIEKATHCSl HA JIOTOBOPHOHW OCHOBE IOPHUAMYECKOE JIMIO HIM HHAWBUAYAIbHBIA INpeIIpUHUMATENb,
HUMEIOIINE JUIICH3HUIO Ha ACATEIBHOCTh 110 TEXHUUCCKOM 3aIuTe KOHQUICHIIMATLHON HH(POPMAIIHH.

3. Mepsl no obecniedeHut0 0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX PEATM3YIOTCSI B PaMKaxX CHCTEMbI
3alIUThI IICPCOHAIBHBIX AAHHBIX, CO3)Z[21B3€MOI71 B COOTBETCTBUMU C Tp€6OBaHI/IHMI/I K 3alIUTC NMEPCOHAIBHBIX
JaHHBIX TMpPH HX 00paboTKe B HMH(POPMALMOHHBIX CHCTEMAax MNEPCOHAIBHBIX JIAHHBIX, YTBEPKICHHBIMU
noctanoBiieHueM llpaBurtenbcrBa Poccuiickoit ®eneparnu ot 1 HOsO0ps 2012 r. N 1119, u momxHBI OBITH
HaIlpaBJIeHbl HA HEUTPATH3ALHUIO aKTyaJIbHBIX YIP03 0€30MaCHOCTH NEPCOHATBHBIX AAHHBIX.

4. Mepbl mo obecrieueHHI0 OE30TaCHOCTH TEPCOHATBHBIX JaHHBIX PEAU3yloTCs B TOM YHCIIE
HOCPE/ICTBOM IPUMEHEHHS B MH(POPMAIIMOHHOW CHCTEME CPEICTB 3aIlUThl WH(OpMAlWH, NPOIICANIHX B
YCTAHOBJICHHOM IOPAJAKE NPOUCAYPY OLUCHKH COOTBETCTBUSA, B ClIy4dasax, KOrjJa NpUMEHCHHUEC TaKUX CPEACTB
HEOOXOIUMO TSl HEUTpaIM3allui aKTyalbHBIX YIp03 0e30MaCHOCTH TIEPCOHAIBHBIX JIaHHBIX.

*IIpumeuyanue. HyMepanus yHKTOB JIaHA B COOTBETCTBHUH C OQUIIMAILHBIM TEKCTOM JIOKYMEHTA.

6. Ouenka 3¢ (GeKTUBHOCTH PEATM30BAHHBIX B PAMKaX CHUCTEMBI 3allUThl IEPCOHANIBHBIX JaHHBIX Mep
no obecneuyeHnI0 0€30MacCHOCTH MEPCOHATIBHBIX JAHHBIX HMPOBOAMTCS ONEPATOPOM CAMOCTOSITEIBHO HIIH C
IIPUBJICYEHUEM HA JOIOBOPHOM OCHOBE IOPHUJIMYECKUX JIML M WHIMBUAYAIBHBIX INPEAIPHHUMATEIEH,
MMEIOIIUX JIMLEH3UI0 Ha OCYILIECTBICHUE AEATENILHOCTH 0 TEXHUYECKOW 3amuTe KOH(HIeHIMaTbHON
uHpOpMaIuK. YKa3aHHas OLICHKa IPOBOAUTCS HE PeXe OAHOTO pasa B 3 roja.

7. Mepbl mo oOecnieueHHI0 O€30MACHOCTH TMEPCOHANBHBIX JIAHHBIX TNpH UX 00paboTke B
roCyJapCTBEHHBIX WHPOPMALMOHHBIX CHCTEMax MPUHUMAIOTCS B COOTBETCTBUH C TPEOOBAHUSAMH O 3alHUTE
WHQOpMAITUK, COJAEpXKaIIeicss B TOCYAapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMaX, YCTaHaBIMBaeMBIMU
OCTIK Poccuu B mpeienax CBOUX MOTHOMOYHH B COOTBETCTBHH C YaCThIO 5 cTaThH 16 DenepanbHOro 3aK0Ha
ot 27 uronst 2006 1. N 149-D3 "O6 nadopmanmu, "HPOPMAHMOHHBIX TEXHOJIOTHSX U 0 3aiuTe nHpopmaun'
(Cobpanue 3akoHonatenbcTBa Poccutickoit ®enepanmu, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N
15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328).

1. CocraB u conepkanue Mep 10 00ecIeueHUI0 0e30MaCHOCTH
TMEPCOHAIBHBIX TaHHBIX
8. B cocraB mep 1o oOecreueHnio 0e30NacHOCTH MEPCOHANBHBIX JaHHBIX, PEATM3yeMbIX B paMKax
CHCTEMBI 3alIUTHI IEPCOHAIBHBIX JaHHBIX C YYETOM aKTyalbHBIX YTP03 0€30MaCHOCTH EPCOHATIBHBIX TAHHBIX
Y TIPUMEHSEMBIX HH()OPMAITMOHHBIX TEXHOJIOTHI, BXOJISAT:

WACHTU(QHUKALNS U ayTeHTU(UKAIHS CYOEKTOB JOCTYNA U 0OBEKTOB JOCTYIIA;
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YIpaBlIeHHE JOCTYIIOM CYObEKTOB JOCTYIA K 00hEKTaM JOCTYTIa;
OTpaHUYCHHE MPOTPAMMHON CPEABI;

3alllUTa MAaITUHHBIX HOCHUTENeH WH(GOpMAIK, Ha KOTOPBIX XpaHATCS W (WiIH) oOpabdaThIBarOTCA
MIEPCOHANILHBIC JaHHBIC (fajiee - MAIIMHHBIC HOCUTENIN TICPCOHATILHBIX JTAHHBIX );

perucTpanus coOBITHI OE30TaCHOCTH;

AHTHBHPYCHAS 3aIlUTAa;

oOHapyXeHue (MPEIOTBPAIICHUE) BTOPIKCHUH;

KOHTPOJIb (aHAIH3) 3aIUIIEHHOCTH IEPCOHANBHBIX JaHHBIX;

o0ecrnieueHue 1MeJI0CTHOCTH HH(POPMAIIMOHHON CHCTEMBI U TIEPCOHATIBHBIX JaHHBIX;
obecrnieueHue TOCTYMHOCTH MePCOHANBHBIX JaHHBIX;

3alIKTa CPellbl BUPTYaTH3aIUH;

3aluTa TCXHUYCCKUX CPEACTB,

3anura HHHOPMAIIMOHHOW CHCTEMBI, €€ CPEJICTB, CHCTEM CBS3U U TIepeavyn JaHHbBIX;

BBISIBIICHHE WHITUICHTOB (OHOTO COOBITHS WIIHM TPYIIBI COOBITHIA), KOTOPHIE MOTYT IIPUBECTH K COOSM
WIM HapyUIeHWI0 (QYHKIMOHUPOBaHUS HH(POPMALMOHHONW CHCTEMbI W (MJM) K BO3HUKHOBEHHIO YIPO3
0e30MacHOCTH MEePCOHATIBHBIX TAHHBIX (Jaliee - HHIUICHTHI), 1 pearupoBaHue Ha HUX;

ynpasiieHHe KoH(purypanuein HHGOPMaMOHHOM CUCTEMBI U CUCTEMBI 3aIIUThI IEPCOHATIBHBIX JaHHBIX.

CocraB u coaepkanue Mep 1o 00eCTIeYeHHIO 0e30MTaCHOCTH MEPCOHANBHBIX JaHHBIX, HEOOXOTUMBIX IS
obecrevyeHnsl KaKIO0TO U3 YPOBHEH 3alIMIEHHOCTH TePCOHAIBHBIX JaHHBIX, IPUBEACHBI B MPHIOKEHUU K
HACTOAIIEMY JJOKYMEHTY.

8.1. Meps! 110 naeHTUHUKALNT U ayTeHTH(PHUKALNU CYOBEKTOB JOCTYIIAa U OOBEKTOB JOCTYIA TOJKHBI
obecrieurBaTh MPUCBOCHHE CYOBEKTaM M OOBEKTaM JOCTYNa YHUKaJIbHOTO NMpH3HaKa (MIeHTU(UKATOpPA),
CpaBHEHHE TPEABSABISIEMOr0 CyObeKTOM (0OBEKTOM) JIOCTyIa HISHTU(UKATOPA C TIepeuyHEeM MTPUCBOCHHBIX
UAECHTH(PHUKATOPOB, a TAKXKE MPOBEPKY MPHUHAAICKHOCTH CyOBEKTY (00BEKTY) JOCTyNa NPEABSIBICHHOIO UM
uaeHTudrkaropa (MMOATBEPKICHUE TTOATHHHOCTH).

8.2. Mepnl 110 yIpaBeHHUIO JOCTYIIOM CyOBEKTOB JOCTYIIA K 00BEKTaM JIOCTYIIA JIOJDKHBI 00SCIIeYUBATh
yIpaBlicHHE MPaBaMU U MPUBUIICTHSIMHU CyOBEKTOB JOCTYIA, pa3rpaHUUCHUE TOCTYIa CYObEKTOB J0CTYNa K
o0beKTaM JIOCTYNa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B HMH()OPMAIMOHHOW CHCTEME IPaBHII
pasrpaHUYCHUs IOCTYIA, & TAKXKE 00ECIeUMBATH KOHTPOIb 32 COOJTIOJICHUEM THX TPABHII.

8.3. Mepsl 10 OrpaHUYEHHIO IPOIPAMMHON Cpebl JOIKHBI 00ECIeYrBaTh YCTAHOBKY U (MJIM) 3aITyCK
TOJILKO Pa3pelieHHOr0 K HMCIOJIb30BaHUIO B MH(POPMAIMOHHON CHCTEME MPOrPaMMHOTO OOeCIieYeHUs MU
MCKIIIOYaTh BO3MOKHOCTh YCTAHOBKHU M (MJIM) 3aIlycKa 3alpelIeHHOr0 K UCTIOIb30BaHUI0 B HHPOPMAIIOHHOM
CUCTEME MPOTPaMMHOT0 00eCIIeUEHHSI.

8.4. MepsI 110 3a1uTe MalIMHHBIX HOCUTENEH MepCOHAIBHBIX JaHHBIX (CPEeICTB 00paboTKH (XpaHEHN)
NEPCOHANBHBIX AaHHBIX, ChEMHBIX MAIIWHHBIX HOCHTENIEH MEepCOHAIBHBIX AAaHHBIX) NOJDKHBI MCKIIHOYATh
BO3MOKHOCTh HECAaHKIIMOHHPOBAHHOTO JOCTyNa K MAIIMHHBIM HOCHTEISIM M XpaHSAMHUMCA Ha HHX
MEPCOHAJILHBIM JAaHHBIM, a TAaKKE HECAaHKIIMOHHPOBAHHOE MCIOIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENEH
MEPCOHAJIBHBIX TaHHBIX.

8.5. MepsI 1o perucTparuy COOBITUH 0€30IIaCHOCTH JOMIKHBI 00€CTIeunBaTh cOOp, 3aliCh, XpaHCHUE U
3amuTy WHQOpPMAKMUA O COOBITHAX 0E30macHOCTH B MH(DOPMAIMOHHON CHUCTEME, a TaKKe BO3MOXKHOCTh
MPOCMOTpA U aHaJIH3a HHPOPMAIMH O TAKHUX COOBITUSAX U pearupoBaHUE HA HHX.

8.6. Mepbl 10 aHTUBUPYCHOW 3alUTe JIOJKHBI OOecIieurnBaTh OOHApyKeHHe B WH(YOPMAIMOHHON
CHCTEME KOMIIBIOTEPHBIX MPOTpaMM JMO0 WHOW KOMMBIOTEPHOH WHQOpMAaLUM, NpeIHa3HAYCHHOW s



HECAaHKI[MOHUPOBAHHOTO YHHUYTOXEHUS, OJNIOKMPOBAHUS, MOIU(PHUKAIIUN, KOMHUPOBAHUS KOMITBIOTEPHOMH
nHGOPMAITUH WM HEUTpaIu3aliy CPEACTB 3alIUThl HHPOPMAIIUH, a TAKKE pearnpoBaHue Ha OOHApYKCHHE
9THX MPOrpaMM U HH(OpMAIIKH.

8.7. Mepsl o 0O6HapyX)eHHIO (IIPEeIOTBPAIICHNIO) BTOPKEHUN JOKHBI 00ecTIednBaTh 0OHAPYKEHHIE
JICHCTBYI B MH()OPMAIIMOHHON CHCTEME, HAMPaBJICHHBIX Ha HECAHKIIMOHUPOBAHHBIN TOCTYI K WH(GOPMAIIIH,
CTeMANbHBIC BO3JCHCTBUS Ha WH(POPMALMOHHYIO CHCTEMY H (WMJIM) TMEepCOHANbHBIC IAaHHBIC B LENAX
JOOBIBAHUSI, YHUYTOXKCHHS, MUCKAKCHUS W OJIOKMPOBaHUS JOCTYNa K TMEPCOHANBHBIM JAaHHBIM, a TaKKe
pearupoBaHue Ha 3TH JCHCTBUS.

8.8. Mepbl 110 KOHTPOJIO (aHAIHM3Y) 3alIUIIEHHOCTH MEPCOHATBHBIX JaHHBIX MOJDKHBI 00€CTIeUYnBaTh
KOHTPOJIb YPOBHS 3aIIUIIIEHHOCTH MEPCOHANILHBIX JaHHBIX, 00padaThIBAEMbIX B HHPOPMAIIMOHHON CUCTEME,
MyTEM MPOBEJICHUS] CUCTEMAaTHYSCKUX MEPOTIPHUATHI 110 aHATTN3Y 3alUIICHHOCTH HHPOPMAITHOHHON CHCTEMBI
U TECTHPOBAHUIO pabOTOCIIOCOOHOCTH CUCTEMBI 3AIUTHI EPCOHATBHBIX JTaHHBIX.

8.9. Mepsl 1o 00eCeYeHUIO LETOCTHOCTH WHPOPMAIMOHHON CHCTEMBl U TEPCOHAJBHBIX JaHHBIX
JOJDKHBL  oOecrieunBaTh OOHapy)XeHHEe (PAKTOB HECAaHKIMOHMPOBAHHOTO HAPYILEHHS LEJIOCTHOCTH
WHQOPMAIIMOHHONH CHUCTEMBI M COJAEPXKAIIMXCS B HEW IEPCOHANbHBIX JAHHBIX, a TaKKe BO3MOXKHOCTH
BOCCTaHOBJICHUS UHPOPMALTMOHHON CUCTEMBI U COACPKAIIUXCS B HEH MePCOHAIBHBIX IaHHBIX.

8.10. Mepsl mo oOecredeHHI0 AOCTYIMHOCTH TEPCOHANBHBIX MaHHBIX JOJDKHBI 00ECIIeYNBATh
aBTOpH3OBaHHbIﬁ OOCTYIL HOHB3OB3T€H€I>'I, HMCIOINUX IIpaBa IO AOCTyIly, K IEPCOHAJIbHBIM OaHHBIM,
coJepKalMMcsl B HHPOPMAIIMOHHON CUCTEME, B IITATHOM PEXHUME (PYHKIIMOHHPOBAHUS WHPOPMALIMOHHOMN
CHCTEMBI.

8.11. Mepsl 1o 3ammre cpeapl BUPTyaIU3aluy JOKHBI UCKITI0YaTh HECAaHKIIMOHUPOBAHHBIN JOCTYI K
NEPCOHANBHBIM JaHHBIM, OOpalaTblBaeMbIM B BHUPTYalbHOM HH(PACTPYKTYpe, U K KOMIIOHEHTaM
BUPTYaJIbHON WHQPACTPYKTYpbl W (WJIHM) BO3JEHCTBME HA HUX, B TOM YHCJIE K CpPEACTBAM YIIPaBICHHUS
BUPTYaJbHON HHQPPACTPYKTYpOH, MOHHTOPY BHPTYalbHBIX MAallWH (THIICPBU30PY), CHCTEME XpaHCHUsI
JaHHBIX (BKJIIOYas CHCTEMY XpaHEHHUs 00pa30B BUPTYaIbHOW MH(PACTPYKTYpbl), CETH Mepenadd NaHHbIX
yepe3 3JEMEHTHl BUPTYaJIbHOH WM (Gu3HUecKold MHQPACTPYKTYpPhl, TOCTEBBIM ONEPALlMOHHBIM CHCTEMaM,
BUPTY&JIbHBIM MallliHaMm (KOHTeWHepam), CUCTeME U CeTH peIUIMKAllU{, TePMUHAJIBHBIM U BHUPTYalIbHBIM
YCTpOMCTBaM, a TAK¥KE CHCTEME PE3€PBHOIO KOMMPOBAHMS U CO3/1aBAEMBIM €0 KOIHSM.

8.12. Mepsl 1o 3aIMTe TEXHUYECKUX CPEACTB AOKHBI MCKIIFOUaTh HECAaHKIIMOHUPOBAHHBIN TOCTYH K
CTallMOHAPHBIM TEXHHYECKHM CpEACTBaM, OO0pabaThIBAIONIMM IePCOHAJbHBIC JaHHBIE, CPEJCTBaM,
oOecnieunBaroIMM (YHKIMOHHMPOBaHUE HH(POPMALMOHHON CHUCTEMBI (llajiee - CpelcTBa oOOecredeHust
(GYHKIIMOHUPOBAHUS), U B TIOMEIIEHNS, B KOTOPBIX OHHU ITOCTOSIHHO PACIOJI0KEHBI, 3aIUTy TEXHUYECKUX
CPEJICTB OT BHEIIHWX BO3ACHCTBUM, a TaK)Ke 3alllUTy IMEPCOHAIBHBIX JAHHBIX, NMPEACTABICHHBIX B BHIE
MH(QOPMATHUBHBIX 3JIEKTPUUECKUX CUT'HAJIOB U (PU3NIECKUX MOJIEH.

8.13. Mepnl 10 3amuTe HHOOPMAITMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U Nepeladyu JaHHBIX
JIOJDKHBI 00€CTICYHNBATh 3alIUTY MEPCOHATBHBIX JAHHBIX MPU B3aMMOJCHCTBUU MH(GOPMAIIMOHHOW CHCTEMBI
WIA €€ OTICIbHBIX CErMEHTOB C WHBIMH HH(DOPMAIMOHHBIMH CHCTEMaMH W HUHGPOPMAIUOHHO-
TEJICKOMMYHHKAITHOHHBIMU CETAMU MOCPEACTBOM MPUMEHEHUST apXUTEKTYPhl HHPOPMAIIMOHHON CUCTEMBI U
MPOEKTHBIX PEIICHUMN, HAMIPABJICHHBIX HAa 00ecrieueHrne 0€30I1aCHOCTH ITEPCOHAIBHBIX JIaHHBIX.

8.14. Mepbl 1O BBISIBICHHIO HMHIUIEHTOB W PEAarMpoOBaHUIO HAa HUX JOJDKHBI 00ecreunBaTh
oOHapyKeHHe, HICHTU(PUKAIHNIO, aHATTN3 UHIIMACHTOB B MHPOPMAITMOHHON CHCTEME, a TAKXKE IPUHATHE Mep
10 YCTPAHEHUIO U IPELYNPEKICHUIO UHIUICHTOB.

8.15. Mepbl 1o ympaBieHUIO KOHQHTYypanueid WHPOPMAIMOHHON CHUCTEMBI M CHCTEMbBI 3alUTHI
NEPCOHANBHBIX  JAaHHBIX  JOJDKHBI ~ OOecreyuBaTh  YOpaBI€HHE  H3MEHEHHWSMH  KOHQUrypauuu
MHQOPMAIIMOHHONM CHCTEMBl W CHCTEMBbl 3alIUThl TEPCOHAJBHBIX JAaHHBIX, aHAIMW3 IOTEHIHAJILHOTO
BO3JICHCTBHS TUIAHUPYEMBIX M3MEHEHHMH Ha oOecrieueHre 0e30MacHOCTH NMEePCOHANBHBIX JaHHBIX, 8 TaKKe
JIOKYMEHTUPOBAHUE ITHX M3MEHEHHH.

9. Beibop Mep mo obecrnieueHH0 0€30MaCHOCTH IMEPCOHANBHBIX JaHHBIX, TOJUICKAIIUX peau3allui B
MHGOPMAIMOHHOM CUCTEME B PaMKaX CHCTEMbI 3alIUThl TIEPCOHATIBHBIX JaHHBIX, BKIIOYACT:

orpezeneHne 0a30BOro Habopa Mep IO OOECIIEYCHHI0 OE30MAaCHOCTH TEPCOHANBHBIX JAHHBIX IS



YCTaHOBJICHHOTO YPOBHSI 3aIUIIIEHHOCTH NMEPCOHATBHBIX JAHHBIX B COOTBETCTBUH C 0a30BBIMH HAOOpaMH Mep
Mo 0o0ecIeYeHUI0 0e30MacCHOCTH TIEPCOHAIBHBIX JTAHHBIX, NMPUBEACHHBIMUA B MPWIOKCHUUA K HACTOSIIEMY
TIOKYMEHTY;

amanrauio 6a30Boro Habopa Mep 1Mo oOecredeHnI0 0e30MacCHOCTH MEPCOHATBHBIX JAaHHBIX C YIETOM
CTPYKTYPHO-(YHKITMOHAIBHBIX XapaKTePUCTUK MHPOPMAIIMOHHON CUCTEMBI, HH(POPMAIIMOHHBIX TEXHOJIOT A,
0ocoOeHHOCTeH (DYHKITMOHUPOBAaHUS MH(POPMAIIOHHONW CHUCTEMBI (B TOM YHWCIIE WCKIIOYEHHE U3 0a30BOTO
HaOopa Mep, HENOCPEJCTBEHHO CBSI3aHHBIX C MH()OPMAIMOHHBIMU TEXHOJIOTHSIMH, HE HCIOJIB3YEMBIMH B
WH(POPMAITUOHHOW CHCTEME, UIH CTPYKTYPHO-(QYHKIIMOHAILHBIMUA XapaKTEPUCTUKAMHU, HE CBOWCTBEHHBIMU
HH()OPMAITMOHHOH CHCTEME);

YTOYHEHHE aJalTHPOBaHHOTO 0a30BOro Habopa Mep Mo obecreueHuI0 6e30MacHOCTH EepCOHATBHBIX
JMAHHBIX C YY€TOM HE BBHIOPAHHBIX paHee Mep, IPHUBEICHHBIX B MPWIOKEHHHA K HACTOSIIEMY TOKYMEHTY, B
pe3ynpTaTe dYero OINPENessIFoTCS Mephl 10 OO0ecTeYeHHI0 Oe30MacHOCTH IEePCOHANBHBIX JaHHBIX,
HaNpaBJICHHBIC HAa HEUTpaM3allMI0 BCEX aKTyalbHBIX yrpo3 0E30MacCHOCTU TEPCOHAIBHBIX IaHHBIX IS
KOHKPETHON MH()OPMAITMOHHOMW CUCTEMBI;

JIOTIOJTHEHUE YTOYHEHHOTO aJalTHPOBaHHOTO 0a30BOro Habopa Mep mo oOecreueHuto 0e30macHOCTH
INEPCOHAIBHBIX JAHHBIX MEpPaMH, O6CCH€‘-II/IB3IOHII/IMI/I BBIIIOJTHCHUEC TpC6OBaHI/II\/'I K 3alIUTC NECPCOHAJIbHBIX
JAHHBIX, YCTAHOBJICHHBHIMH WHBIMH HOPMATHUBHBIMH NPABOBBIMH aKTaMH B 00nacTu oOecnedeHus
0€301acHOCTH MePCOHAIBHBIX JAHHBIX M 3aIUTHI HH)OPMAIHH.

10. IIpu HEBO3MOXHOCTH TEXHHYECKOH pealu3allid OTIENbHBIX BBIOPAHHBIX MEp MO 00eCTeYeHUI0
0€30MMaCHOCTH MEPCOHATBHBIX JAHHBIX, a TAKXKE C YIETOM SKOHOMHYECKOW I1eIeCOO0pa3HOCTH Ha 3Tarax
ajantanuu 0a30BOro Habopa Mep W (MJIM) YTOYHEHHs aJalTHPOBAHHOTO 0a30BOro HabOpa Mep MOTYT
pa3padaTeIBaThCsl HHBIE (KOMIICHCUPYIOIIUE) MEPhI, HalpaBlIeHHbIE HA HEHTPAIM3alHI0 aKTyalbHBIX yIpo3
0€30MaCHOCTH MEPCOHATBHBIX TaHHbIX.

B aToM cityuae B Xo/ie pa3paOOTKH CUCTEMBI 3AIUTHI IEPCOHANBHBIX JAHHBIX JOJDKHO OBITH IPOBEACHO
000CHOBaHHUE MTPUMEHEHHUS] KOMICHCUPYIOIIUX MEp U1l oOecriedeHus 0e3011acCHOCTH IEPCOHATIBHBIX TaHHBIX.

11. B ciyuae ompeneneHus B COOTBETCTBUU ¢ TpeOOBaHMSMH K 3alIUTE MEPCOHANBHBIX IMPH HUX
00paboTke B MH()OPMAILMOHHBIX CHUCTEMax IEPCOHAIBHBIX NAHHBIX, YTBEPKIECHHBIMH IIOCTAHOBICHHEM
[IpaButensctBa Poccuiickoit ®enepanmu ot 1 HOs06ps 2012 1. N 1119, B xadecTBe aKTyallbHBIX YIpoO3
0€30MacHOCTH TIEPCOHATBHBIX JAHHBIX 1-T0O W 2-TO THUIOB JONOJHUTENFHO K MepaM IO 00eCredeHHIO
0e30MmacHOCTH IEPCOHATBHBIX JaHHBIX, YKa3aHHBIM B ITyHKTE § HACTOSIIETO TOKYMEHTA, MOTYT MPUMEHATHCS
CIIEIYIOIINE MEPBI:

MPOBEPKA CHUCTEMHOTO M (WJIM) MPUKIATHOTO MPOrPaMMHOT0 00eCIeueH s, BKII0Yask MPOTrPaMMHBIIA
KOJI, Ha OTCYTCTBHE HE JICKIIAPUPOBAHHBIX BO3MOXXHOCTEH C UCTIOIH30BAHUEM aBTOMATH3UPOBAHHBIX CPENICTB
1 (1) 6e3 UCIOJIb30BAHMS TAKOBBIX;

TeCTUpOBaHUE UH(OPMAITMOHHOM CUCTEMbI Ha MPOHUKHOBEHUS,

WCTONb30BaHHe B HMH(MOPMALMOHHONW CHCTEME CHCTEMHOro W (WJIM) TMPHKIAJHOTO MPOrPaMMHOIO
oOecrieyeHus1, pa3paboTaHHOTO C UCTIOJIB30BAaHUEM METOJI0B 3aIIMIIEHHOT'0 IPOrPaMMUPOBaHHS.

12. TexHHYecKHE MEpBI 3aIUTHl MEPCOHATBHBIX AAHHBIX PEAIN3YIOTCS MOCPEACTBOM IMPUMEHEHUS
CPEJICTB 3aIIUTHl NH(OPMAIIH, B TOM YHCJIE MPOTPAMMHBIX (TIPOTPaMMHO-AIMAPATHBIX) CPENICTB, B KOTOPBIX
OHH peaJIn30BaHbl, IMEIOUINX He00X0oauMble PyHKIMK O€30IacCHOCTH.

[Mpu wucnons3oBannM B HHOOPMAIMOHHBIX CHCTEMaX, CEPTHQHIMPOBAHHBIX 10 TPeOOBAHUSIM
Oe3onacHocTy MH(GOPMALIUKU CPEACTB 3aIIUTHI HH(OpMaIHK:

B WH(MOPMAITMOHHBIX CHUCTeMaX | ypOBHS 3aIUIICHHOCTH IEPCOHANBHBIX MAHHBIX MPUMEHSIIOTCS
CpeJICTBa 3alUThl HHPOPMALIUK HE HUKE 4 Kilacca, a TAaKXKe CPEICTBA BRIYUCIUTEILHON TEXHUKHU HE HIKE 5
KJjacca;

B I/IH(bOpMaHI/IOHHBIX CcucreMax 2 ypOBHH 3alIUIIICHHOCTHU HepCOHaHLHLIX JAaHHBbIX HpI/IMeHSII-OTCSI
Cpe/ICTBa 3alIUThl HHPOPMAIMK HE HIDKE 5 Kiacca, a TAK)Ke CPeICTBA BEIYUCIUTEIBHON TEXHUKH HE HIKE 5
KJ1acca;
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B MH(QOPMAIMOHHBIX CHCTEMaxX 3 YpOBHS 3allWIIEHHOCTH TEPCOHAIBHBIX MAaHHBIX MPHUMEHSIIOTCS
CpeJCTBA 3alUThl HHPOPMALIUK HE HIKE 6 Kiacca, a TAKXKE CPEICTBA BRIYUCIUTEIHHON TEXHUKHA HE HIKE 5
KJiacca;

B I/IH(I)OpMaI_II/IOHHBIX cucremax 4 YPOBHA 3alllMIIEHHOCTU IMEPCOHAJIBHBIX MJaHHBIX ITPUMEHSAIOTCA
CpeacTBa 3alIUThI I/IH(I)OpMaHI/II/I HE HIDKE 6 KJIaCcCa, a TaKiK€ CpCACTBa BBIYMCIUTCIBHON TEXHUKU HE HIDKE 6
Kjacca.

Knacch! 3amutel onpenenstoTcsi B COOTBETCTBUU C HOPMATUBHBIMH MPABOBBIMU aKTaMH, H3IaHHBIMH B
cootBeTcTBHH ¢ TmoAanmyHKToM 13.1 mynkTa 8 Ilomokenus o PemepaibHON CIy)KOE MO TEXHHYECKOMY WU
SKCMOPTHOMY KOHTPOJIIO, yTBEepKIeHHOTO YKa3zoMm IIpesunenta Poccuiickoit @enepannu ot 16 aBrycra 2004
r. N 1085.

Ilpu wcnonp3oBaHMM B  WHPOPMAIMOHHBIX  CHUCTEMax CpPEACTB  3allUThl  WHPOPMAIUH,
cepTu(UIMPOBAHHBIX MO TPeOOBaHUSAM 0€30MACHOCTH MH(OPMAIMHU, YKa3aHHBIC CPEJICTBA JOJKHBI OBITh
cepTu(UIMPOBaHBl HA COOTBETCTBUE OO0SA3aTEIBHBIM TPEOOBAaHUAM TIO 0€30MacHOCTH WH(OPMAIIVH,
YCTaHOBJICHHBIM HOPMATHBHBIMU TIPAaBOBBIMH aKTaMH, WIH TPEOOBaHHSM, YKA3aHHBIM B TEXHUUYECKHX
YCIIOBUSX (33aHUSX 110 O€30IIaCHOCTH).

OyHkMM 0€30MaCHOCTH CPEJCTB 3aIIUThl HHPOPMAIIUU JTOJKHBI 00CCIICYMBATh BHITIOJIHCHUE MEP T10
obecrevueHnIo Oe30MMaCHOCTH IMEPCOHATBHBIX JAHHBIX, COAEPKAIIUXCS B HACTOSAIIEM JOKYMEHTE.

st obecnieuenust 1 1 2 ypoBHEW 3aIIWIIEHHOCTH IEPCOHABHBIX JaHHBIX, a TAKKe A7 obecrieueHus 3
YPOBHSI 3aIIUIICHHOCTH TIEPCOHANBHBIX TAaHHBIX B HHPOPMAIMOHHBIX CUCTEMAaX, JUIS KOTOPBIX K aKTyalbHBIM
OTHECEHBl Yrpo3bl 2-TO THIIA, TPHUMEHSIOTCS CEPTUQHUIMPOBAHHBIE CpPEACTBA 3alIUTHl HH(OpMAINH,
nporpaMMHoe obecriedeHre KOTOPBIX MPOIILIO MPOBEPKY HE HIDKE YeM 110 4 yPOBHIO KOHTPOJISl OTCYTCTBHSI HE
JICKJIApUPOBAHHBIX BO3MOKHOCTEHA.

(. 12 B pen. [Ipukaza ®CTIK Poccum ot 23.03.2017 N 49)

13. Tlpu ucnonb3oBaHuM B MH(POPMAIMOHHBIX CHUCTEMaX HOBBIX MH(QOPMAIMOHHBIX TEXHOJOTHH W
BBISIBJICHUU JOIOJHUTENBHBIX YIrPpo3 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX, U1 KOTOPBIX HE OINpPEAEIICHBI
MephI o0ecrieueHus uX 0€30IacHOCTH, TOJKHBI pa3padaThIBAThCs KOMIICHCUPYIOIINE MEPHI B COOTBETCTBUH C
ITyHKTOM 10 HacTOSIEro J0KyMeHTa.

ITpunoxenue

k CocTaBy U coliep KaHHIO
OpraHM3aIMOHHBIX  TEXHUIECKUX
Mep 0 00eCIIeYeHHI0 0E30MacCHOCTH
NEePCOHATLHBIX JAHHBIX TP UX
00paboTke B MH(POPMAIIMOHHBIX
CHCTeMaXx MePCOHAIBHBIX JTAHHBIX

COCTAB U COAEP)XAHUE
MEP I10 OBECIIEYEHUMIO BE3OITACHOCTHU ITEPCOHAJIBHBIX JTAHHBIX,
HEOBXOJIUMbIX JIJISI OBECIIEUEHHMS KAXJIOI'O 3 YPOBHEN
SAHIMIIEHHOCTHU [TIEPCOHAJIBHBIX TAHHBIX

YcnoBHOe Coneprxanne Mep 1o obecrieueHuto 6€30MacHOCTH YpoBHU
o0o3HaYeHHE U TEPCOHAJIBHBIX TAHHBIX 3aIUIICHHOCTH
HOMEP MEPBI IMEPCOHAIIBHBIX JaHHBIX

4 3 2 1

I. Unentudukanus u ayreHTUGUKAIMA CYyObEKTOB J0CTyna U 00bekToB goctyna (MAD)

NAD.1 Wnentndukanus w  ayreHTudukanus moib3oBarenel,| + + + +
ABJISIFOILMXCSL paOOTHUKAaMU OIlepaTropa
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NAD.2

Unentndukanuss u ayTeHTH(QUKAIMS YCTPOHUCTB, B TOM
YHUCIIEe CTAIIHOHAPHBIX, MOOMIIBHBIX U TIOPTATUBHBIX

NAD.3

VYmpasienue uIeHTHPUKATOPAMH, B TOM YHCJIE CO3IaHHE,
MIPUCBOEHNE, YHUUTOXECHHE UACHTH(HUKATOPOB

NAD .4

VYmpasieHue cpencTBaMu ayTeHTH(PHUKAIUU, B TOM YHCIIE
XpaHeHUue, Bbljaua, MHUIHATH3AIHs, OJJOKHPOBAHHE CPEJICTB
ayTeHTU(UKALMY U IPUHATHE Mep B clydae YTpaThl U (HIIN)
KOMIIPOMETALIMH CPEJCTB ayTCHTU(PHUKALINN

NAD.5

3ammra 0OpaTHOM CBSI3W MPH BBOJAE ayTEHTU(UKAIIMOHHON
uHQOpMaIH

NAD.6

Nnentudukanms w ayTeHTU(PUKAIUS TOIb30BATEICH, HE
SBISAIOMUXCS ~ pabOTHMKaMu  omepaTopa  (BHEIIHUX
TOJTB30BATEIICH)

II. Yopasnenue noctynom cyObeKTOB JOCTyna kK o0bekram poctyna (YI1J])

VI

VYmpapiieHue (3aBelicHUE, AaKTHBAIMs, OJIOKUPOBAaHUE U
YHUUYTOKEHHUE) YYETHBIMH 3alUCAMHU TO0JIb30BaTeNe, B TOM
YKCIie BHEITHUX TOJb30BaTeleH

+

+

VL2

Peanuzanusi HEOOXOAMMBIX METOJOB (JMCKPEIIMOHHBIH,
MaHJATHBIA, POJICBON WM WHON METOX), THUIOB (UTEHHE,
3allMCh, BBINOJIHCHUE WM WHOH THI) U  TPaBUI
pasrpaHUYeHUS TOCTYIIA

VL3

Ympasnenue (GuabTparus, MapupyTH3aIs, KOHTPOIb
COeIMHEHMI, OTHOHAIIPABJICHHAS IIepe/iada U HHbIS
CIIOCOOBI yIpaBiieHHs) NHGOPMAMOHHBIMHU ITOTOKAMH
MEX/y yCTPOHCTBAaMH, CETMEHTaMU HH(pOPMAIIMOHHOI
CHCTEMBI, a TAK)KE MEXIy WHPOPMAITMOHHBIMH CUCTEMaMU

VIIJ1.4

Paznenenue momHomMounii (posieit) moyib30BaTeleH,
AJIMUHUCTPATOPOB U JIUII, o6ecneqMBa}0me
(yHKIIMOHUPOBaHHUE MHHOPMAIIMOHHOM CHCTEMBI

VIIA.S

HaznaueHne MUHMMaJIEHO HEOOXOUMBIX MPaB U
NPUBWIECTHH TOIB30BATENSIM, aIMUHUCTPATOPaM H JIHLIAM,
oOecnieunBaroIIM (HYHKIMOHUPOBaHNE HH(OPMAIMOHHON
CUCTEMBI

VIIJL6

OrpanudeHne HEYCIEIIHBIX MOTBITOK BX0/1a B
WHPOPMAIMOHHYIO cHCcTeMY (J0CcTyIa K MHPOPMAIIMOHHOM
crcreMe)

VILA.7

[IpenynpexneHue Noabp30BaTENs IPH €r0 BXOJE B
MH(QOPMALIMOHHYIO CHCTEMY O TOM, YTO B
WHQOPMAIMOHHON CHCTEME pealln30BaHbl MEPHI TI0
obecrieyeHnto 6e30MacHOCTH EPCOHANBHBIX JaHHBIX, U O
HEOOXOIMMOCTH COOIOACHNS yCTaHOBIEHHBIX ONEPATOPOM
paBuiI 00pabOTKU MIEPCOHATBHBIX JAHHBIX




VILI.8

OnoBeleHNe MOJIb30BATENS MOCIE YCIEIMHOr0 BX01a B
MHQOPMALIMOHHYIO CHCTEMY O €TI0 IPEABITYLIEM BX0OAE B
MHQOPMAIIMOHHYIO CHCTEMY

VIIJI.9

OrpanuueHre Yuciia napaieIbHBIX CEaHCOB JOCTYIa s
Ka)KIO0W YIETHOI 3amrcy TOIh30BaTelNsl HHPOPMAIIMOHHON
CHUCTEMBI

VIIJI.10

brokupoBanune ceanca noctymna B HHOOPMAOHHYIO
CHCTEMY TIOCJIe YCTaHOBIIEHHOTO BpEMEHH Oe3AeCTBHSA
(HEaKTUBHOCTH) TOJIB30BATENSI WK TI0 €T0 3aIpocy

VIL11

Paspemenue (3anpeT) neiicTBUil MOIB30BATENCH,
paspemnieHHbIX 10 HACHTU(UKAINN U ayTeHTH(HUKAINN

VIJL.12

[omnepxka u coxpaHeHne aTpuOyTOB OE30ITaCHOCTH
(MeTok 06e301acHOCTH), CBA3aHHBIX ¢ MH(pOpManuen B
MpoIIecce ee XpaHeHns U 00paboTKu

VIJL13

Peanuzanust 3aluIeHHOTO yIaJICHHOTO IOCTyIa CyOEeKTOB
JIOCTYTa K 00bEKTaM JIOCTYIIa Yepe3 BHELTHHUE
UH(POPMAITMOHHO-TEIICKOMMYHHUKAIIMOHHBIE CETH

+

VIIJL.14

PernamenTanus 1 KOHTPOJIb HCIOIB30BAHUS B
WH(POPMAITMOHHOW CUCTEME TEXHOJIOTHI OECITPOBOIHOTO
J0CTyTa

VIIA.15

PermameHTans W KOHTPOJb  WCIHOJB30BAaHUS B
UHQOPMAIMOHHON CHUCTEME MOOWJIBHBIX TEXHHUYECKUX
CpenCTB

VIIA.16

VYnpasneHue B3auMMOJAEHCTBHEM € WH(POPMALUOHHBIMU
cucreMaMu CTOPOHHUX opraHu3anui (BHEIIHME
WHQOPMAIMOHHBIE CUCTEMBI)

VIJL.17

Ob6ecnieueHue JIOBEpEHHOM 3arpy3ku CpEeICTB
BBIYHMCIIMTEIbHON TEXHUKHU

II1. Orpannyenne nporpammuoit cpezst (OI1C)

OIIC.1

VYrpaBineHue 3amyckoM (0OpaleHusIMH) KOMIIOHEHTOB
IPOrpaMMHOTO OOECTIeueHHsl, B TOM YHCIE OIpeeiIeHHe
3allyCKaeMbIX ~ KOMIIOHEHTOB, HAcCTpOWKa IapaMeTpoB
3aIrycKa KOMIOHEHTOB, KOHTPOJIb 32 3aIlyCKOM KOMIIOHEHTOB
MPOTPaMMHOTO 00ecIIeUeHHsI

OIIC.2

VYnpaBneHne YCTaHOBKOW (MHCTaJUIAIUEH) KOMITOHEHTOB
MPOrpaMMHOTO 00€CreYeHrss, B TOM YHWCIIE OmpeielieHhe
KOMITOHEHTOB,  IOJUICKAIIMX  YCTAaHOBKE, HACTpOiiKa
MapaMeTpoOB yCTAHOBKHM KOMIIOHEHTOB, KOHTpOJb 3a
YCTaHOBKOH KOMITOHEHTOB IIPOTPAMMHOTO 00ECTICUeHHS

OIIC.3

VYcraHoBKa (MHCTAUIALMS) TOJNBKO  Pa3pelieHHOro K
UCIIOJIb30BaHHIO TIPOTPaMMHOTO obecrieueHuss U (W) ero




KOMIIOHCHTOB

OIlC.4 YrpapiieHue BPeMEHHBIMH (pailjlaMd, B TOM YHCIIE 3amperT,
paspelieHue,  TEpeHANpaBlICHUE  3alKCH,  yAAICHUC
BpEMEHHBIX (halIoB

IV. 3amuTa MammMHABIX HOCUTENEH MTepCOHANBHBIX JaHHBIX (3HI)

3HN.1 Yuer MalllMHHBIX HOCUTENEH IEPCOHANIBHBIX JaHHBIX

3HI.2 VYmpaBrneHue  OCTYIOM K  MallMHHBIM  HOCHTEISM
MEPCOHANBHBIX JAHHBIX

3HN.3 Kontpoinb TIepeMeITICHIS MaITHHHBIX HOCHUTEIICH
MIEPCOHANILHBIX JIAHHBIX 32 MPEICIIbl KOHTPOJIUPYEMON 30HBI

3HN.4 Hcknmroderre  BO3MOXKHOCTH — HECAaHKIIMOHHPOBAHHOTO
03HAKOMJICHUSI C COJCPKAHUEM IEPCOHAIBHBIX JIaHHBIX,
XpaHAIIUXCA HA  MAIIWHHBIX ~ HOCHTENAX, ©  (WJIHN)
WCIIOJIb30BaHHS HOCHUTENEH MEPCOHATBHBIX JAHHBIX B WHBIX
WHQOPMAIIMOHHBIX CHCTEMAX

3HN.5 Kontpone wucmonb3oBanusi nHTephelicoB BBOAa (BBIBOJIA)
WHQOpPMalM Ha MAIIMHHBIE HOCHUTENM TEepPCOHATBHBIX
JAHHBIX

3HI.6 Kontpons BBOzma (BbIBOAa) MH(OpMANMKM Ha MAaIIUHHBIC

HOCHUTCJIN MEPCOHAJIBHBIX TaHHBIX

3HU.7 Koutpons MOJKIIFOYEHUS MAIIMHHBIX HOCHUTEJIEN
MEPCOHANBHBIX TAHHBIX

3HI.8 YHHUUYTOXEHHE (ctupanue) W 00e3TYnBaHme
NEPCOHANBHBIX JAHHBIX Ha MAIlMHHBIX HOCHUTENSIX IPH UX
nepepade  MEXAY ~— IOJb30BAaTENsIMH, B  CTOPOHHHE
OpraHM3allMyd JJIi PEMOHTAa WIM YTUIM3AIUH, a TaKxke
KOHTPOJIb YHUUTOKEHHS (CTUPAHHS) WITH 00e3THINBAHUS

V. Perucrpanus cobwsituii 6e3onacuoctu (PCB)

PCB.1 Onpenenenne  coObITHA  0€30MACHOCTH, MOUISXAIUX | +
pErucTpaIyu, ¥ CPOKOB UX XPAHCHUS

PCb.2 OmnpeneneHue cocrtaBa W coaepkaHus uHpopMamuu o| +
COOBITHSIX 0€30MaCHOCTH, TOJICIKAIIUX PETUCTPALIH

PCB.3 COop, 3amuch W XpaHeHWe HWHPOpPMaLUM O coObITHsIX| +
0e301MacCHOCTH B TEYEHHE YCTAHOBJIEHHOTO BPEMEHH
XpaHEeHHUs

PCh.4 PearmpoBanne Ha cOOM TIpU PETUCTPALUU  COOBITHI

0e30MacHOCTH, B TOM 4YHCJIE allapaTHble W TPOrpaMMHBIC
omnOku, cOoM B MexaHuzMax cOopa HHGOpMALUU H
JOCTIDKEHHE TIPeJIeIia WK TIePEToIHeHNs 00beMa (EMKOCTH)

MaMSTH

PCB.5 MonuTopuHr (tmpocMmoTp, aHaAIN3) pe3yJbTaToB
peructpannu coObITHH OE30MaCHOCTH M pearupoBaHue Ha
HHUX

PCb.6 I'enepupoBaHye BpeMEHHBIX METOK U (WJIN) CHHXPOHHU3AIHS




CHUCTEMHOTO BPEMEHHU B HH(POPMAIIMOHHON CUCTEME

PCB.7 3amuTa nHGOPMAITUU O COOBITUSIX 0E30MaCHOCTH +
V1. AatuBupycHas 3amura (AB3)
AB3.1 Peanm3zarus aHTUBUPYCHON 3aIITUTHI +
AB3.2 OOnoBnenne 0a3bl JaHHBIX TPU3HAKOB BPEAOHOCHBIX +
KOMITBIOTEPHBIX TIPOTPamMM (BUPYCOB)
VIIL. O6napyxenue Bropxenuii (COB)
COB.1 OOHapysxeHe BTOP)KeHHI +
COB.2 O6HOBIICHHE 0a3bl PEMIAIONTAX TPABHIT +
VIII. KoHnTpo:is (aHaNH3) 3alIUIEHHOCTH IEPCOHANBHBIX JaHHBIX (AH3)
AH3.1 BeisiBnenne, aHanu3  ys3BUMoOcTedl  MH(OpMAIMOHHOM +
CHCTEMBl U OIEPAaTHBHOE YCTPAaHEHHE BHOBH BBISIBICHHBIX
YSA3BUMOCTEM
AH3.2 KonTtpoms  ycTaHoBKM  OOHOBIEHHH  IPOTPaMMHOTO +
obOecrieueHusi, BKJIOYass OOHOBIIEHHE  MPOTPAMMHOTO
obecrieyeHus CpeNICTB 3alUThl HHPOPMALIUH
AH3.3 Kontpons pabotocnocobHOCTH, TTapaMeTPOB HACTPOUKH H +
MPaBUIBHOCTH (YHKIIMOHUPOBAHUS MPOTPaMMHOTO
o0ecrieyeHus ¥ CPEACTB 3aIUThl HHOpMAaIuu
AH3.4 KonTpone cocraBa TEXHHYECKHUX CPENCTB, MPOTPAMMHOTO +
o0ecrieyeHus ¥ CPEACTB 3aIUThl HHOpMaIuu
AH3.5 KonTtpone mpaBun TeHepauud U CMEHBI  Mapojei +

IIOJIB30BATENIEH, 3aBEJACHUS U yNAJECHUs YYETHBIX 3anucei
MOJIb30BATENICH, peaJlM3allid  MNpPaBHI  PasTpaHHUYECHHS
JOCTYyTIa, TIOJTHOMOYHMH IMOJIb30BaTeNiel B MH()OPMAaIOHHO!
CUCTEME

IX. O6ecnieuenue neI0CTHOCTH MH(DOPMAITMOHHOMN CUCTEMBI U ePCOHANBHBIX JaHHbIX (OLJT)

OLJI.1

KOHTpODb IIEOCTHOCTH MHPOrpaMMHOTO  OOECHeYeHUs,
BKIIIOYAsi TPOrpaMMHOE OOEeCIieUeHne CpEJICTB 3allUThl
uHQOpMaIH

+

OLJI.2

Kontpomns LEJIOCTHOCTH MIePCOHABLHBIX JAHHEIX,
cojepKammxcs B 0a3ax JaHHBIX HHPOPMAITMOHHOW CUCTEMBI

OLUL3

Obecnieuenne BO3MOYKHOCTH BOCCTAHOBJIEHUS
HpOI‘paMMHOFO 06ecnequI/m, BKJIFOYas HpOFpaMMHOG
obOecrieueHre  CpEICTB  3amuThl  WHpOpMamuu, TpH
BO3HUKHOBEHHH HEIITATHBIX CUTYaIlUN

OLUL4

OOHapyxeHHME ¥ pearupoBaHHE Ha TIOCTYIJICHHE B
MH(QOPMALTMOHHYIO cucTemMy He3anpainBacMbIX
AJNIEKTPOHHBIX COOOIICHUH (ITUceM, JOKYMEHTOB) M HWHOM
MHQOpPMAaLK, HE OTHOCAIIMXCS K (DYHKIHOHHPOBAHMIO
MH(QOPMALMOHHON CUCTEMBI (3aIUTa OT CIIaMa)

OLULS

Kontpons cozepkanus uHpopmanuu, IeperaBacMoOd H3




HHGOPMAIMOHHOM CHUCTEMbI (KOHTCHHEPHBINH, OCHOBAHHBIM
Ha CBOWCTBaX OOBEKTAa OOCTyma, W (WIM) KOHTCHTHBIH,
OCHOBaHHBIA Ha TIOMCKE 3alpelleHHOM K Iepeaaue
UHGOPMAITUH C MCIIOJIb30BAHUEM CUTHATYpP, MAaCOK U UHBIX
METOJIOB), W WCKJIIOYEHHE HEMPAaBOMEPHOW Iepenadn
uHpOpMAIUK U3 UH(HOPMAITMOHHOUW CUCTEMBI

OLUL6

OrpanudeHue MmpaB MOJIK30BaTENEH 110 BBOY HH(POPMAIIUH B
MHQOPMAIIMOHHYIO CHCTEMY

OLUL7

KOHTpOJ’II) TOYHOCTH, IIOJTHOTBI M IIPAaBUJIBbHOCTH JaHHBIX,
BBOJWMBIX B I/IH(bOpMaHI/IOHHy}O CUCTEMY

OLUJL8

KoHTponb ommb09YHBIX AEWCTBUI MONTB30BATENEH IO BBOAY
u (unm)  mepedade  MEPCOHAJBHBIX — JaHHBIX |
npeAynpexJIeHne  nojib3oBaTeNeil 00 OmuOOYHBIX
NENUCTBUAX

X. O6ecnieuenue JOCTYMHOCTH iepcoHaNbHBIX AaHHBIX (O/T)

OJIT.1

Hcnonb3oBaHue OTKa30yCTONYMBBIX TEXHUUYECKUX CPEIACTB

OJIT.2

PesepBupoBaHHe TEXHHYECKHX CPEICTB, IPOrPAMMHOTO
obecrieyeHus, KaHAIOB Iepenadyd HH(OpMAINU, CPEICTB
obecrieyeHns:  (QyHKIMOHMPOBaHHS  MH()OPMAIIMOHHOM
CHCTEMBI

O/T.3

KonTtponb 6€30TKa3HOTO (QYHKIMOHUPOBAHUS TEXHUUIECKUX
cpencTB, OOHapy)KeHME ¥  JIOKaIW3alMs  OTKa30B
(YHKIIMOHUPOBAHMS, TPHHATHE MEP MO BOCCTAHOBIICHUIO
OTKAa3aBILHNX CPEJICTB U UX TECTUPOBAHUE

OJIT.4

Hepnoz[nquKoe PE3CPBHOC KOIMUPOBAHUC TICPCOHAIBHBIX
JaHHBIX Ha PE3CPBHBLIC MAIMHHBIC HOCUTECIIN IICPCOHAIbHBIX
JaHHBIX

OJT.5

Obecnieuenue BO3MOYKHOCTH BOCCTAHOBJIEHUS
MEPCOHANBHBIX JAHHBIX C PE3CPBHBIX MAIIUHHBIX HOCHUTEIEH
MEPCOHANBHBIX JIAHHBIX (PE3EPBHBIX KOMUI) B TeEUCHHE
YCTaHOBJICHHOTO BPEMEHHOI'0 HHTEepBaja

XI. 3ammra cpensl BupTyanuszauun (3CB)

3CB.1

Wnentudukanus u ayreHTU(UKAIUSI CyObEKTOB focTyna u| +
00BEKTOB JOCTYIA B BUPTYaJbHOH MHPPACTPYKType, B TOM
YUClie  aJMHUHHCTPATOPOB  YIPaBIEHUS  CPEICTBAMHU
BUPTyaJIN3alAN

3CB.2

VYipapiieHHe I0CTYIIOM CYOBEKTOB JOCTyla K OObekTam| +
JOCTyNa B BUPTyaJbHON HH(MPACTPYKTYpe, B TOM 4YHCIC
BHYTPH BUPTYaJIbHBIX MAIINH

3CB.3

Peructpamusi coOwbiTuii  0€30MaCHOCTH B BHPTYaIbHOMN
UHpaCTPyKType

3CB.4

VYrpasnenue (GpuabTpaums, MaplIpyTH3alus, KOHTPOJb
COCIMHEHMsI, OJHOHANpaBlieHHAs Ileperaya) IOTOKaMH
UHQOpPMAIUK  MEXJIy  KOMIIOHEHTaMH  BUPTYalbHOU
UHQPACTPYKTYpHI, & TakkKe IO IMEePUMETPY BUPTYAIbHOM

MHQPACTPYKTYpHI




3CB.5

JloBepeHHast ~ 3arpy3ka  CEpBEpOB  BUpPTyaJIM3alluH,
BUPTYaJbHOM MalMHbI (KOHTEHHEpa), CEPBEPOB yIPaBIICHUS
BUPTyaJIU3aLUEH

3CB.6

VYhpasneHue — NepeMeNeHHEM  BHPTYAIbHBIX  MAIUH
(xoHTEliHEPOB) 1 00padaThIBAEMBIX Ha HUX JTAHHBIX

3CB.7

KoHTponb 1eNOCTHOCTH BHUPTYAIbHON HH(PACTPYKTYpHl H
ee KoHpUrypanui

3CB.8

PesepBHOE = KOmMMpOBaHWE  JAHHBIX, pPE3EpPBUPOBAHUE
TEXHUYECKUX  CPEICTB, MPOrPAMMHOTO  OOecreueHHs
BUPTYaJbHOM HHQPACTPYKTYpPBI, a TakXKe KaHaJOB CBS3U
BHYTPH BUPTYaTbHOU HHPPACTPYKTYPHI

3CB.9

Peanuzauus wu ynpaBieHHE aHTUBUPYCHOM 3alllUTOW B
BHPTYaJILHON HHPPACTPYKTYpE

3CB.10

Pa3z0uenue BupTyanbHOW HHOPACTPYKTYPHl HA CETMEHTHI
(cerMeHTHpOBaHHWE BUPTYaITbHOW WHPPACTPYKTYPHI) IS
00paboTKu MEPCOHATBHBIX JTAaHHBIX OTJICNIbHBIM
MOJIb30BaTENIeM U (WJIHM) TPYIIION TOJIb30BaTelei

XI1I. 3ammuTa Texuudeckux cpenacts (3TC)

3TC.1

3amuTta wHpOpMAanUK, O00padaTHIBAEMOW TEXHUYECKHUMH
CpeICTBaMU, OT €€ yTEeUKH M0 TEXHHYESCKUM KaHajaM

3TC.2

Opranuszanusi KOHTPOJIUPYEMOU 30HBI, B MIPEAEax KOTOPOr
MOCTOSTHHO ~ pa3MeIIaloTcs CTallMOHApHBIE TEXHUYECKHE
cpencTBa, oOpabaThIBarOIMe HWH(POPMAIMIO, U CPEICTBa
3amMThl MH(QOpMAIMU, a TaKkKe CpelICcTBa OOecreueHHs
(yHKUINOHUPOBaHHUS

3TC.3

Kontpone wu ympaBieHHe (HUIHUECKHUM JOCTYIIOM K
TEXHUYECKUM CPEIICTBAM, CPEJICTBAM 3aIlUThl HH(OpMAIIHH,
cpencTBaM obecrieueHuss (DYHKIIMOHUPOBAHMS, a TaKkXKe B
MIOMEIICHHUSI U COOPYIKEHHS, B KOTOPBIX OHHM YCTAHOBJICHBI,
UCKJTIOYAIONIUE  HECAHKI[MOHMPOBAHHBIH  (U3UUECKUiT
JOCTYI K CpelCTBaM 00pabOTKH WH(POPMAIUH, CPEICTBAM
3alUThl  WUHpOpPMAMM W CPEIACTBAM  O0ECIICYCHHS
(yHKIMOHUPOBaHHUS ~ MH(GOPMAIIMOHHOW  CHUCTEMbI, B
MTOMEIIEHHUS U COOPYKEHHUS, B KOTOPHIX OHHM YCTAHOBJIEHBI

3TCA4

Pazmemenue YCTpOWCTB BBIBOJIA (oToOpakeHus)
WHQOPMAIUK, HCKIIOYAlollee ¢ HeCaHKIIMOHMPOBAHHEIHA
HPOCMOTP

3TC.5

3ammTa OT BHEIMIHWX  BO3JCHCTBHM  (BO3IEHCTBUI
OKpY’Karollel cpeibl, HeCTAOUIBHOCTH 3JIEKTPOCHAOKEHUS,
KOHIMIIMOHUPOBAHHS U MHBIX BHEITHUX (PAKTOPOB)

XIII. 3ammTta nHGOPMAITMOHHON CHCTEMBI, €€ CPEACTB,
CHCTEM CBsI3H U nepenaun faHabix (31C)

3UC.1

Pazneneure B uHGMOPMAIMOHHOW CHCTeMe (YHKIMH 110
yIpaBiIeHUO (aAMHHACTPUPOBAHUIO) HH(POPMAIMOHHON
CUCTEMOH, YIpaBIIeHUIO (aIMUHUCTPUPOBAHUIO) CHUCTEMOM
3aIUThl MMEPCOHANBHBIX JTaHHBIX, (PYHKIHUH 10 00paboTKe
MEPCOHANBHBIX JAHHBIX  MHBIX QYHKIUN HH()OPMAITUOHHOM




CUCTCMBI

3UC.2

IMpeaoTBparieHue 3aAePIKKH WK MTPEPHIBAHKS BBHITIOTHEHHS
MPOIIECCOB C BBICOKHM MPHOPUTETOM CO CTOPOHBI ITPOIIECCOB
C HU3KHM TIPUOPUTETOM

31C.3

OO0ecmiedeHre  3alUTBl  NEPCOHAIBHBIX  JAHHBIX  OT
pacKpbITHs, MOAU(UKALIMA U HaBSI3bIBaHUS (BBOIA JIOKHON
uHQOpMaIUK) IIpH ee nepeaade (IOATOTOBKE K Mepeaade) mo
KaHajaM  CBS3W, MMCIOIIUM  BBIXOJ 32  HPEACIBI
KOHTPOJIMPYEMOH 30HBI, B TOM 4YHCJIE OECIpPOBOIHBIM
KaHaJlaM CBSI3U

3UC.4

ObGecrieueHrie JOBEPEHHBIX KaHala, MapIipyTa MEXIy
aJIMAHUCTPATOPOM, TOJIB30BATENIEM M CPEICTBAMH 3alUTHI
nHpopmarun (QyHKIUSIME 0€30MacHOCTH CPEIACTB 3alUThI
WH(POPMAITIH )

3UC.5

3anpeT HECAaHKIMOHHPOBAHHOW YyJaJICHHOW aKTUBAIlUU
BUJEOKaMep, MHUKPOPOHOB W WHBIX MepudepuitHbIX
YCTPOMCTB, KOTOPblE MOTYT aKTUBHUPOBATHCS yOAJICHHO, W
OMOBEIICHHE TONb30oBaTeded 00  aKTHBAallMM  TaKUX
YCTPOMCTB

3UC.6

Ilepenaya W KOHTPONb  LIEIOCTHOCTH  aTpHOYTOB
Oc3zomacHOCTH (METOK O€30MacHOCTH), CBS3aHHBIX C
MEPCOHANBHBIMU JTAaHHBIMH, TPH OOMEHE HMHU C WHBIMH
WHQOPMAITMOHHBIMH CHCTEMaMU

3UC.7

Kontpons CaHKIIMOHUPOBAHHOT'O u UCKITIOYCHHE
HECaHKIIMOHUPOBAHHOTO  HCIOJb30BAHUA  TEXHOJOTHI
MOOHMIILHOTO KOJia, B TOM 4YHCJIE PETHCTpalus COOBITHH,
CBSI3aHHBIX C HCIOJB30BAHUEM TEXHOJOIMH MOOMIIBHOTO
KOJa, X aHaJIM3 U pearupoBaHNEe Ha HAPYILIEHUS, CBI3aHHbIC
C UCIIOJIH30BAHUEM TEXHOJIOTHII MOOMIIFHOTO KO/Ia

3UC.8

KOHTpOJIB CaHKIIMOHUPOBAHHOT'O n HUCKIIOYCHUEC
HECAHKIIMOHUPOBAHHOT'O HCIIOJIb30BaHUA TEXHOJIOTHI
nepeaayu peud, B TOM YHUCIC PErucrpanus CO6BITHﬁ,
CBSI3aHHBIX C MCIIOJIb30BaHUEM TE€XHOJIOTHI nepeaavu peuu,
X aHallu3 W pearupoBaHMC Ha HAPYHICHUA, CBA3AHHLIC C
HCII0JIb30BaHHEM TEXHOJIOTUH nepeaadyu peuun

3UC.9

KonTtpoins CaHKIIMOHUPOBAHHOM u HCKJIIOUEHUE
HECaHKLIMOHUPOBAHHOW IMepefaydl BHICOWHPOpPMAIMH, B
TOM YHMCJIE perUCTpanusi COOBITHH, CBSI3aHHBIX C Mepeaayei
BUjeOMH(OpMAIIK, WX aHAIM3 W pearupoBaHUEe Ha
HapyIIeHNUs1, CBSI3aHHbBIE C Niepeaadell BUICOnHPOPMALIUH

31C.10

[MonTepxkieHHE POUCXOXKICHHS UCTOYHUKA HH(OpMAIINH,
IIOJIy4a€MOMU B IIPOLIECCE OIPENEIIEHUS CETEBBIX aAPECOB I10
CETEBBIM HMMEHAM WJIM OIpPEJEIECHUs CETEBBIX HMEH II0
CETEBBIM aJipecaM

3UC.11

OO6ecrieueHre MOMTUHHOCTH CETEBBIX COSAMHEHUH (CeaHCOoB
B3aUMOJICUCTBHSI), B TOM YHWCJE IS 3aIIUTHI OT ITOJAMCHBI
CETEBBIX YCTPOUCTB U CEPBUCOB

31C.12

HckiroueHne BO3MOXHOCTH OTPULAHUS  I10JIb30BATEEM
(dakTa OTNpaBKH MEPCOHANBHBIX  JIAHHBIX  JIPYTOMY




I10JIB30BATCIIIO

31C.13 HckmioyeHne BO3MOXKHOCTH OTPHUIIAHUS I0Jb30BATEIEM
(axkTa TONy4YEHUS TEPCOHAIBHBIX MAHHBIX OT JPYroro
HIOJTB30BATEIIS

3UC.14 Hcmonp30BaHne yCTPOWCTB TEPMHHAIBHOTO JOCTYyTMa JIJIs

00pabOTKH TIEPCOHANBHBIX TAHHBIX

3UC.15 3ammTa apXUBHBIX (halJIOB, TAPAaMETPOB HACTPOHKHU CPEICTB +
3aMMTH UHOOPMAIIMH M TIPOTPAMMHOTO O0ECTICUCHUS H
WHBIX JIaHHBIX, HE TMOJICKAIUX W3MEHCHHIO B IPOIECCEe
00pabOTKH MEePCOHANBHBIX JaHHBIX

3UC.16 BruaBrenne, ananus u OJ0KHpoBaHHE B MH(POPMAIIMOHHOM
CHCTEME CKPBITHIX KaHAJIOB Mepeaadd HHPopMalnu B 00X01
peaIM30BaHHBIX MEP WIM BHYTPH DPa3pEILEHHBIX CETEBBIX

IPOTOKOJIOB
3UC.17 PazOuenne wHMDOPMAITMOHHOW CHCTEMBI Ha CETMEHTHI +
(cermenTHpOBaHWE  MH(OOPMAIMOHHOW  CHUCTEMBI) H
obecrieueHue 3aILUTHI MEPUMETPOB CETMEHTOB

WH(GOPMAITMOHHOW CUCTEMBI

3UC.18 OOecnieueHrie 3arpy3kd W HWCIOJHEHHS IPOTPAMMHOTO
oOecrieyeHns] C MAaIIMHHBIX HOCHUTEJEeH NepCOHATBHBIX
JaHHBIX, JOCTYNHBIX TOJBKO JUIS YTCHUS, W KOHTPOJb
[IEJIOCTHOCTH IaHHOT'O IIPOrPaMMHOT0 00eCIeUeHUs

3U1C.19 Wzomsmmss  mporieccoB  (BBIMTONTHEHHE  MPOTpaMM) B
BBIIEJIEHHON 00J1aCTH HaMSITH

31C.20 3amuTa OECTPOBOAHBIX COSAMHEHUN, MPUMEHSEMBIX B + +
WHPOPMAITMOHHON CUCTEME

XIV. BeisBnenne nHIMIEHTOB 1 pearupoBanue Ha Hux (MHLI)

MHII.1 OmpezneneHue  JWl, OTBETCTBEHHBIX 34  BBIABJICHUE +
WHITUICHTOB U pearupoBaHue Ha HUX

WHII.2 OOHapyxeHue, uACHTH(UKALUS u peructpauus +
WHIU/ICHTOB
WHII.3 CBoeBpeMeHHOE MHPOPMUPOBAHUE JINL], OTBETCTBEHHBIX 32 +

BBIABJICHUEC HWHIUJACHTOB W p€arupoBaHWEC Ha HUX, O
BO3HUKHOBCHHUU HHIIMJICHTOB B I/IH(bOpMaHI/IOHHOI‘/'I CHCTEMC
IMMOJIb30BATCIAMU U AAMHUHUCTPATOPaAMU

WHIL.4 AHamu3 UHIWJACHTOB, B TOM YHCJIE OIpEICIICHHUE +
HMCTOYHUKOB M TPUYUH BO3HUKHOBEHHUS HHIUACHTOB, a
TaK>Ke OLIEHKA UX MOCIEeACTBUI

MHIIL.5 [IpunsiTHE MEP MO YyCTPAHEHUIO MTOCIEACTBUN NHIIUIEHTOB +

MHIIL.6 IInaHupoBaHue W NPUHATHE MEP IO NPEIOTBPALICHUIO +
IIOBTOPHOI'O BOZHUKHOBEHUS MHIIUJIEHTOB

XV. Ympasnenne koHPUrypampein "HQOpMaImOHHOW CUCTEMBI M CHCTEMBI 3aIUTHI TIEPCOHATBHBIX
naHHbIX (YKO)

YK®.1 OmpeneneHne IUI, KOTOPBIM pa3perieHbl JEHCTBUS 10 + +




BHECCHHUIO M3MEHEHUH B KOH(PHUryparuo HHHOPMAIHOHHOM
CHCTEMbI U CHCTEMBI 3aIIUThI IEPCOHATBHBIX JaHHBIX

YK®.2 Yupasnenue M3MCHCHHSIMHU KOH(UTYpaluu + + +
WHPOPMAITMOHHOW  CHCTEMbl W CHCTEMBI  3allWTHI
MEPCOHATBHBIX TAHHBIX

YK®.3 AHanmu3 TOTEHUHMAIBHOTO BO3ACUCTBUS  IUIAHUPYEMBIX + + +
W3MEHEHUH B KOHQUTYpalul HHOOPMAIIHOHHON CHCTEMBI H
CHCTEMBI 3alIUTHl NIEPCOHANBHBIX JaHHBIX Ha o0ecreueHue
3aLIUTHI IEPCOHATBHBIX JAHHBIX M COTJIACOBAHUE U3MEHEHUH
B KoHQuUTrypauuu  WHQOPMAIMOHHOH  CHUCTEMBI  C
JOJDKHOCTHBIM JIMLIOM (PpaOOTHHKOM), OTBETCTBEHHBIM 3a
obecrevueHne 6€30MaCHOCTH MTEPCOHANBHBIX TaHHBIX

YK® 4 JokymentupoBanue na(opmanuu (TaHHBIX) 00 U3MEHEHHUAX + + +
B KOH(Urypauun HH(GOPMALMOHHONW CHUCTEMBI M CHCTEMBI
3aIIUTHI IEPCOHANBHBIX JAHHBIX

"+" - Mepa mo oOecrieueHnI0 OE30MAaCHOCTH MIEPCOHANBHBIX AaHHBIX BKIIOUEHA B 0a30BbIi HAOOp Mep
JUTSL COOTBETCTBYIOIIETO YPOBHSI 3aIIUIIEHHOCTH MEPCOHANBHBIX TaHHBIX.

Mepsl o obecriedeHH0 0€30MacHOCTH TMEPCOHANBHBIX JTAHHBIX, He 0003Ha4YeHHBIE 3HAKOM "+,
HNPUMEHSIOTCS NIPU alanTanuy 6a30Boro Habopa Mep U yTOUHEHHUH aJalTHPOBAaHHOIO 6a30Boro Habopa mep,
a TaKKe MpH pa3paboTKe KOMIIEHCHPYIOIINX Mep 10 o0ecrieueHnIo 0€30MacHOCTH MIePCOHATBHBIX TaHHBIX.




